TEIN3 INTERSHIP PROGRAM
WEEKLY REPORTS ( for second week 9-13 July 2012)
The second week, I was ask to install and configure Netflow that is open source

networking monitoring tool. Netflow is used for networking monitoring in the MyREN. Mr. Sharizan Sumuii has instructed me  to install and use open source software VMware vSphere, Ubuntu operating system and Netflow.
On the 9th July 2012

The first day of second week, we installed VMware vSphere and Ubuntu. Mware vSphere is the simplest and easiest way to get started with virtualization for free that lets me virtualize my servers and run Ubuntu operation system in virtual machines. 
On the 10th July 2012

I configured a Cisco router to export to a PC where Netflow exports will go and configure FastEthernet0/0 to generate netflow:
router1# configure terminal
router1(config)# interface FastEthernet 0/0

router1(config-if)#ip flow ingress

router1(config-if)#ip flow egress
router1(config-if)#exit
router1(config)#ip flow-export destination 203.80.20.211 9991

Exports the NetFlow cache entries to the specified IP 203.80.20.211 9991. Use the IP address of the NetFlow Analyzer server and the configured NetFlow listener port.
router1(config)#ip flow-export version 5

router1(config)#ip flow-cache timeout active 5

Breaks up long-lived flows into 5-minute fragments
router1(config)#snmp-server ifindex persist
Enables ifIndex persistence (interface names) globally. This ensures that the ifindex values are persisted during device reboots.
and then configure the ip top-talkers to work:

router1(config)# ip flow-top-talkers

router1(config- flow-top-talkers)# top 20

router1(config- flow-top-talkers)#sort-by bytes

router1(config- flow-top-talkers)#end

We’ll verify what we’ve done:
router1# show ip flow export

router1# show ip cache flow 

see “top talkers” across router interfaces
router1# show ip flow top-talkers

If it all look good then write running-config to NVRAM
On the 11th July 2012

Using nfsen it is possible to view IP traffic statistics on Ubuntu interfaces including the graphs showing data sent and received (see the screenshot to the right) as well as historical information about all data transfers.

Install nfdump and nfsen netflow tools in Ubuntu

NFdump is the Netflow flow collector. We install several additional packages that we will need a bit later:
$ sudo apt-get install apache2 rrdtool mrtg librrds-perl librrdp-perl librrd-dev nfdump limailtools-perl
It will install among other things, nfcapd, nfdump, nfrelay, nfreplay, nfexpire, nftest, nfgen.

Install and setting up Nfsen

$ cd /usr/local/src

$ sudo wget http://sourceforge.net/projects/nfdump/files/stable/nfdump-1.6.1/nfdump-1.6.1.tar.gz
$ sudo tar xvzf nfsen-1.3.6p1.tar.gz
$ cd nfsen-1.3.6p1

$ sudo cp nfsen-dist.conf nfsen.conf

set the $BASEDIR variable

$BASEDIR = “ /var/nfsen”;

Adjust the tools path to where items actually reside:

# nfdump tools path

$ PREFIX= ‘/usr/bin’;

Set the users appropriately so that Apache can access files:

$WWWUSER  = "www-data";

$WWWGROUP = "www-data";

Set the buffer size to something small, so that we see data quickly

$ Receive buffer size for nfcapd – see man page nfcapd(1)

$ BUFFLEN=2000;

Find the %sources definition and change it to:

 %sources= (
‘router1’=>{‘port’=>’9991’, ‘col’=>’ff0000’,’type’=>’netflow’};)

 On the 12th  and 13th July 2012

Create the netflow user on the system
$ useradd –d /var/netflow –G www-data –m-s /bin/false netflow

Finally, we install: 

$ sudo perl install.pl etc/nfsen.conf

start Nfsenf

$ sudo /var/nfsen/bin/nfsen start

View flows via the web:

Make sure PHP installed:

$ sudo apt-get install php5

Find the nfsen page here:

http://203.80.20.211/nfsen/nfsen.php
Comments

This week I learned Netflow installation and implementation. This tool is very good for networking monitoring with properly analyzed NetFlow data, a network administrator can really understand what is his traffic is comprising of. It is extremely easy to find out which application or user is using large bandwidth volumes, which are the popular protocols, what are ingress and egress bandwidth utilization. Therefore, i hope i will be able to configure our organization network.
